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IT Security Risk Management Policy V1.0 

 

 

This Document was written and prepared by J & E Hall Limited.  Its use is CONFIDENTIAL and 
must only be used as an internal document.  Written authority from a company Director must be 

obtained prior to circulating this document to any third party 
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1. Introduction & Scope 
 

All IT security controls are applied based on a risk assessment using probability verses likelihood to 
calculate the risk impact. This assessment is used to managed information security controls and 
ensure that Confidentiality, Integrity and Availability of systems are protected.  

 

We will adopt ISO27005 Information Security Risk management to manage the IT security risks within 
J&EHall.  

 

 

2. Risk management lifecycle 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.1. Document controls 

 

The risk register is the main document and will list all known IT security risks, each risk will be 
identifiable by an individual reference number. A risk treatment plan will be created for any risks 
above the risk appetite. 

 

The risk treatment plan must use the same identifiable reference from the risk register that it is 
creating remediating actions for, it is imperative that these correlate for auditing and tracking 
purposes.  

 

  

 

Risk 
Appetite 

Identify & Asses Risk 

(Risk Register) 

Develop Risk 
Management Plan 

(Risk Treatment Plan) 

Implement Risk 
Management Plan 

(Update Risk Plan with 
remediation actions) 

Proactive Monitoring 
(Annual review of Risk 

Register) 
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2.2.   Risk Scoring methodology (appetite)  

 

We will be using the following risk matrix to calculate our risks. We will use semi quantitative analysis, 
where on occasions some form of values will be able to be used. We are using a 5x5 matrix as 
anything smaller would be too constrained and vague and would be detrimental, meaning most risks 
would end up in the Low risk category resulting in incorrect risk reading against appetite and no action 
being taken.  

 

 
 

 

3.0       Identify and Assess Risk 

 

To analyze and identify IT security risks we will list known risks in a risk register.  The risk register will 
provide a score and risk level, depending on the risk level depends on remediation options. This will 
assist with the creation our risk treatment plan.  

 

 

 

There are 4 outcomes when calculating risk, we will be using these ; 

 Treat (resolve) 
 Tolerate (accept) 
 Transfer (Share) 

5 times in a week Almost certain 
Has happened before

5 M H H VH VH

3 times in a week Likely to happen 4 L M H H VH

1 time in a week Possible to happen 3 L M M H H

0 times Unlikely to happen 2 L L M M H

0 times Rare to happen 1 VL L L L M

1 2 3 4 5

Downtime <1hr
<4hrs 

(1/2day)
<8hrs 
(1day)

<16hrs 
(2day)

<32hrs
 (3days)

cost £1,000 £5,000 £10,000 £40,000 £80,000
users affected 1 2<10 11<25 26<100 100+

Score
1
2<4
5<9
10<16
20<25Very High

Probability (Impact)

LI
KE

LI
HO

O
D 

(E
xp

os
ur

e)

Very Low
Low

Medium
High
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 Terminate (Avoid) 
 

When wording the risk assessment form, the following wording will be adopted. 

 

 

 

Any new project work or changes to original systems will also be risk assessed before approval. They 
will be submitted to the IT team by either a new scope of work order or by using a change form. IT 
will assess the risks using the risk assessment form shown below, and if necessary if the risk is high 
or very high IT will escalate to senior management approval, IT will then feedback to the requestor. 
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3.1        Develop the risk treatment plan 

 

After analysing the IT security risks and necessary actions the risk treatment plan will be populated 
accordingly. An example of the Risk Treatment Plan is below. This will be shared with senior 
management if further authorisation or expense is to be occurred to resolve the risk. 

 

 

 

3.2       Implement Risk Management Plan 

 

The Risk Treatment Plan will be used to track the decisions made to reduce the risk exposure, any 
remediation actions will only take place once authorisation has been approved by either IT or by 
senior management depending on the risk level. Updates will be provided to necessary personnel. 
All risks that have been treated will be updated in the Risk Register with their new risk score and 
status for future review and auditing.  

 

 

3.3      Proactive monitoring of risk 

 

Senior management and the IT security manager will assess the risk register annually and agree on 
the risk levels. If risk scores have increased and require action, the original risk assessment form will 
be reviewed and updated with any possible new remediation actions. The risk treatment plan will be 
updated to track any remediation actions. Once completed the risk register will be updated to reflect 
the new risk score. 


